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Introduction

- Most people seem to call every type of
malware a “virus”, but that isn’t technically
accurate.

- There are many more terms beyond virus:
malware, worm, Trojan, rootkit, keylogger,
spyware, and more.

« But what do all these terms mean?



Ways Malware Enters a System

* Malware which is purposefully used or made with the intention to
damage or alter a system.

 Intentional internal and external

» Malware which is injected into a system without knowledge.
« Unintentional internal and external

» Malware which infects a system from within.

» Malware which infects a system from outside.




Malware

The word “malware” Is short for
“malicious software”

The word “malware” encompasses all
harmful software.
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Viruses

Are malicious tools, fragments and
software which spread themselves
by human intervention to infect files

or systems of a network.
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Viruses ...

« A virus can do many different things:

o watch in the background and steal your
passwords

- display advertisements
o orjust crash your computer
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. But the key thing that makes it a virus is
how it spreads.
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Viruses ...

When you run a virus, it will infect programs
on your computer.

When you run the program on another
computer, the virus will infect programs on
that computer, and so on.

For example: infect program files on a USB
stick.



Types of Viruses




Polymorphic Viruses
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Stealth Viruses
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Retro Viruses
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Multipartite Viruses
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Armored Viruses
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Companion Viruses
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Phage Viruses
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Macro Viruses
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WwWorms

The goal of a worm is to infect other
hosts and systems from the infected
system so they can spread to
system to system without human

Intervention.
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Worms ...

- They typically travel across a computer network,
rather than through software downloads.

- A worm won’t corrupt your files or break your
computer.

- A worm will slow down a computer or network by
sucking up hardware resources or internet

bandwidth.
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Worms ...

Hackers rarely create payload-less worms ->
find OS vulnerability exists

Large-scale payload attacks -> DDOS attack



Worms ...

- You can pick up a worm through a software
download, or even by opening an infected
email attachment.
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- Because of frequent system updates and
built-in anti-virus software, you don’t have to
worry too much about wormes.
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Viruses Vs. Worms

« Spread through Human « Execute malicious code
intervention « Do not attach

 Destroy and alter themselves to system
programs, files and files and programs.
folders. - Consume resources

* Do not install but do not corrupt or
backdoors delete files.

* Install backdoors
 Can release a virus
* Denial of Service Attack



Worms ...

Enabling Vulnerability 8 o Jué 15 ¢l quul
* Installs itself to a vulnerable system
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l - Once gains access will begin to replicate
 Finds new targets to attack
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» Once in, it will release a virus or let a hacker gain access
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Trojan

Masks malware as legitimate
applications.

When this malware is installed into a
system they release
malicious code and infect the
whole system.
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Trojan (or Trojan Horse)

- When you download and run the program, the
Trojan horse will run in the background, allowing
third-parties to access your computer.

o to monitor activity on your computer
o to join your computer to a botnet

o to open the floodgates and download many
other types of malware onto your computer
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How Trojan Arrives?

- |t pretends to be a useful program and, when
run, it hides in the background and gives
malicious people access to your computer.

- For example, a pirated software on an
unscrupulous website may actually contain a
Trojan.
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Trojan Examples

Popular fake games
A 2B A A A 2B A

Popular fake anti-virus programs
A LB A A A A L

Computer Maintenance software
A A A A A A A

Pop-up ads advertising software
A B A A A A 2B



Characteristics of Trojan




Trojan Attack Symptoms
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Spyware

Spyware can take control, monitor
and redirect personal information,
surfing habits and redirect
browsers to malicious sites.
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Spyware ...

It collects a variety of different types of data,
depending on the piece of spyware.

Different types of malware can function as
spyware

o There may be malicious spyware included in
Trojans that spies on your keystrokes to steal
financial data, for example.
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Spyware ...

More “legitimate” spyware may be bundled
along with free software and simply monitor
your web browsing habits, uploading this
data to advertising servers so the software’s
creator can make money from selling their
knowledge of your activities.
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Protection from Spyware




Adware




Adware

It’s any type of software that
displays advertising on your
computer.
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Adware ...

- The kind of “adware” that’s particularly
malicious is the kind that abuses its access to
your system to display ads when it shouldn’t.
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Adware Example

- For example, a piece of harmful adware may
cause pop-up advertisements to appear on
your computer when you’re not doing
anything else.

- Or, adware may inject additional advertising
into other web pages as you browse the web.
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Adware ...

- Adware is often combined with spyware

o a piece of malware may monitor your browsing
habits and use them to serve you more targeted
ads.

o Adware is more “socially acceptable” than other
types of malware on Windows and you may see

adware bundled with legitimate programs.
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Keylogger

A keylogger is a type of malware that
runs in the background, recording
every key stroke you make.
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Keylogger

- These keystrokes can include usernames,
passwords, credit card numbers, and other
sensitive data.

- The keylogger then, most likely, uploads
these keystrokes to a malicious server, where
it can be analyzed and people can pick out the
useful passwords and credit card numbers.
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Keylogger ...

- Other types of malware can act as keyloggers.
A virus, worm, or Trojan may function as a
keylogger.

- Keyloggers may also be installed for
monitoring purposes by businesses or even
jealous spouses.
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Bothet

A botnet is a large network of
computers that are under the botnet
creator’s control.
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Botnet, Bot

- Each computer functions as a “bot” because
it’s infected with a specific piece of malware.

- Use command and control infrastructure
which completely takes over a system
remotely.
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Botnet ...

These are found online, are installed by
worms and Trojans, hides malicious
programs, exploits system, and can send
sensitive information back to the controlling
server.
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Rootkit

A rootkit is a type of malware
designed to burrow deep into your
computer, avoiding detection by
security programs and users.
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Rootkit ...

For example, a rootkit might load before
most of Windows, burying itself deep into the
system and modifying system functions so
that security programs can’t detect it.
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Rootkits ...

Goal is to take over the operating system.

Will hide system information from the Operating
system making it vulnerable.

Are hard to detect and many can not be shown on
task manager.

Can be Trojans and can install themselves to drivers.
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Ransomware

It holds your computer or files
hostage and demands a ransom
payment.
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Ransomware ...

- Some ransomware may simply pop up a box
asking for money before you can continue
using your computer.

- Such prompts are easily defeated with
antivirus software.
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Ransomware ...

-  More harmful malware like CryptoLocker
literally encrypts your files and demands a
payment before you can access them.

- Such types of malware are dangerous,
especially if you don’t have backups.
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Ransomware ...

- Most malware these days is produced for
profit, and ransomware is a good example of

that.

- Ransomware doesn’t want to crash your
computer and delete your files just to cause
you trouble. It wants to take something
hostage and get a quick payment from you.
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Antivirus Software

So why is it called “antivirus software” anyway?

Well, most people continue to consider the word
“virus” synonymous with malware as a whole.

Antivirus software doesn’t just protect against
viruses, but against many types of malware —
except, sometimes “potentially unwanted
programs”, which are not always harmful, but are
almost always a nuiscance.

Usually these require separate software to
combat.



Thanks for your Attention.



